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Dear School Owners and Financial Aid Personnel,
RE:                TFA Tokens must not be shared by multiple FSA user IDs
Dear School Owners and Financial Aid Personnel, 
RGM MEMO DECEMBER 20, 2019

An Electronic Announcement was posted on December 19, 2019, reminding professional users of Federal Student Aid (FSA) systems and websites that Two-Factor Authentication (TFA) tokens, which generate the one-time passcode (OTP) required to log in to many FSA systems and websites, must not be shared. One authorized user—identified by a unique FSA User ID—is permitted per token. In most cases, a TFA token that has multiple FSA User IDs assigned to it is not being shared by multiple FSA User IDs but appears to be either due to the token being inherited by a new employee, an employee changing his or her name, or other more uncommon situations. The Primary DPA should work with us to determine the best solution for these situations and ensure only one authorized user is registered to each TFA token. Alternatively, users have the option to use a “soft token”. The soft token is an application (app) installed on the user’s smart phone. For more information on this alternative, refer to the December 29, 2014 Electronic Announcement on the IFAP website. Please read the Electronic announcements carefully for more details. We have included the links to both Electronic Announcements.

Please copy and paste link to your browser: 

Electronic Announcement posted on December 19, 2019

https://ifap.ed.gov/eannouncements/121919ReminderTFATokensMustNotBeSharedFSAUserIDs.html
Electronic Announcement posted on December 29, 2014

https://ifap.ed.gov/eannouncements/122914TFATransitiontoSoftTokens.html
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